Distributed ledger technology, a variant of which is blockchain technology, represents one of the most important innovations of the fintech revolution. Academics, policymakers and market participants are experimenting with the technology with the aim of enhancing the functioning of financial markets. Industry consortia are being formed by the biggest financial institutions in the world seeking to leverage the use of the technology, in order to improve the clearing and settlement process. Furthermore, central banks in advanced and developing economies are examining the potential of using the technology in market infrastructures operated by central banks and are even exploring the possibility of issuing digital base money. Nevertheless, the widespread adoption of distributed ledger technology as envisioned by its ardent supporters encounters considerable legal obstacles, including the numerous new regulations imposed on financial markets and market participants in the aftermath of the financial crisis. The present paper will seek to disentangle the myths from the realities of the socalled distributed ledger technology or blockchain revolution and discuss how the legal regime can act both as an impediment and a catalyst to the widespread adoption of the technology.
INTRODUCTION
On September 15, 2008 Lehman Brothers filed for bankruptcy unleashing the most severe economic crisis since the Great Depression. 1 The bankruptcy of Lehman access the network and contribute to the validation of transactions through a process called mining. Participants on the network, known as miners, add new records by solving complex cryptographical problems. The participant who first solves the problem and inserts new records on the ledger is rewarded with Bitcoins. Users are identified solely by a cryptographic public key, which is not necessarily linked to their real identity.
In contrast, in restricted systems membership in the network is limited. Only identified entities can participate in the network. One can further distinguish between restricted egalitarian and tiered systems. On the one hand, in restricted egalitarian systems, the identified entities, which participate in the network can assume any role, such as contributing to the validation of transactions. On the other hand, restricted tiered systems impose restrictions not only on which entities can become members of the network but also on the roles that these entities can assume once they have joined the network. For instance, only certain authorized entities may be allowed to validate transactions.
Smart contracts are another technology that can be combined with and leverage the potential of distributed ledger technology. Pursuant to Szabo, a smart contract can be defined as "a computerized protocol that executes the terms of a contract". 11 In essence, the terms of the contracts are written in computer language. Smart contracts seek to assure the fulfillment of the promises of a party to a contract. Their promise lies in their potential to drastically reduce the costs of verification, mediation and enforcement. 12 It should be noted that the concept of smart contracts predates the current digital revolution. An example of a smart contract is the vending machine. In the context of a distributed ledger, smart contracts can be used to transpose the contractual obligations of parties to a transaction into the ledger and transfer assets 11 8 Nick Szabo, A Formal Language for Analyzing Contracts, NICK SZABO'S ESSAYS, PAPERS, & CONCISE TUTORIALS (2002) Numerous other authors have offered alternative definitions of smart contracts. See e.g. Max Raskin The Law and Legality of Smart Contracts, 1 Georgetown Law Technology Review 304, 309-310 (2017) ("A smart contract is an agreement whose execution is automated. This automated execution is often effected through a computer running code that has translated legal prose into an executable program. This program has control over the physical and digital objects needed to effect execution.") & Christopher D. Clack et al., Smart Contract Templates: Foundations, Design Landscape and Research Directions 2 (Aug. 4, 2016) (unpublished manuscript), http://arxiv.org/pdf/1608.00771v2.pdf [https://perma.cc/8Z5P-QRM9] ("A smart contract is an agreement whose execution is both automatable and enforceable. Automatable by computer, although some parts may require human input and control. Enforceable by either legal enforcement of rights and obligations or tamper-proof execution."). 12 Raskin, supra note 11, at 320. pursuant to contractual terms via automated procedures when specified events occur either inside or outside the ledger. 13 Distributed ledger technologies offer numerous advantages over proprietary ledgers. Most notably, a distributed ledger network dispenses with the necessity of relying on a central validation authority. Instead of relying on a single authoritative "golden" ledger, multiple copies of the ledger are spread across a network of users with each user having its own copy. As a result, the network is resilient against the failure of a single network node or a cyberattack. In addition, tampering with the ledger becomes prohibitively difficult, since users are able to observe changes to the data recorded on the ledger. Furthermore, distributed ledger technology guarantees transaction permanence and immutability by making retroactive editing of the ledger extremely onerous. Moreover, distributed ledgers provide a solution to the doublespending problem, common in other digital cash schemes.
Furthermore, distributed ledger technologies can be applied to the transfer and storage of a wide array of financial assets. As a result, market participants can leverage the potential of the technology at various stages of the trading cycle across numerous asset classes. Finally, distributed ledger technologies combined with smart contracts can lead to the creation of a new form of organization called the decentralized autonomous organization. 14 These organizations operate pursuant to rules and procedures specified in smart contracts. An example was the DAO, a venture capital fund governed by its investors and operating on Ethereum, Bitcoin blockchain's main rival blockchain platform. The DAO, which had managed to raise more than 150 million worth in cryptocurrency, was attacked by hackers which were able to siphon more than 50 million of digital money. 15
II.

DISTRIBUTED LEDGER TECHNOLOGIES, SECURITIES
MARKETS AND CENTRAL BANKING
The potential of distributed ledger technologies has not gone unnoticed by market participants and policymakers in both the developed and the developing world.
Numerous financial centers are engaging in a race to the top seeking to position themselves at the forefront of the distributed ledger revolution. 16 
A. Distributed Ledger Technologies and Securities Markets
Exploitation of the distributed ledger technology in securities markets is still in its infancy. Financial markets participants and supervisory and regulatory authorities are carefully examining the potential benefits and risks of the technology and the 16 implications that its adoption would entail for the financial system. Proponents of the technology claim that it can streamline complex financial processes and save costs. The technology has the potential to radically alter the role played by financial intermediaries in trading, clearing and settlement. 19 In the extreme scenario, distributed ledger technology could completely change the current market structure allowing financial market participants to directly transact with each other and exchange assets and funds instantaneously without the involvement of financial intermediaries. 20 The promise of the technology is such that over 80 of the world's largest financial institutions, in a rare case of industry wide cooperation, decided to form a consortium led by R3, a fintech company. 21 The efforts of the consortium have resulted in the creation of an opensource distributed ledger platform, named Codra, which is designed to record financial events and execute smart contracts.
The issuance and trading of securities on a distributed ledger could result in greater transparency and faster clearing and settlement. The issuance of securities on a distributed ledger platform may facilitate the recording and tracking of ownership of the securities. 22 For instance, shareholders of a company would have a complete view of the record of ownership of the securities and would be able to instantaneously identify changes in ownership. The implications for securities markets and corporate governance would be profound. Shareholders would be able to observe the trades of managers in real time. As a result, managers would be more closely monitored by outside shareholders. Furthermore, managers' ability to engage in insider trading would be severely curtailed. Moreover, managers would be prevented from backdating financial instruments, such as stock option awards and stock option exercises, since entries on certain distributed ledger platforms, such as blockchain platforms, are timestamped and cannot be changed retroactively. 23 Moreover, distributed ledger technology can radically alter the current clearing and settlement cycle. The technology can lead to the reduction of costs and the shortening of the time required for clearing and settling securities transactions.
According to proponents of distributed ledger technology, the application of the technology in securities markets could result in faster clearing and settlement of transactions. 26 In theory, clearing and settlement could be combined in a single step and become (almost) instantaneous. Generally, securities trades require three business days for settlement in the US and two business days in Europe. Numerous intermediaries are involved before settlement occurs and ownership moves formally from seller to buyer. 27 The adoption of distributed ledger technology has the potential to dispense with a number of intermediaries and make the reconciliation process more efficient. Since all participants in the distributed ledger network would have access to copies of a single authoritative ledger, the need for reconciling duplicative, and at times conflicting, records would be eliminated. Shorter settlement cycles would mitigate counterparty risk, since each party would be exposed for a shorter time period to the default risk of Distributed ledger technologies can also greatly facilitate the collection and sharing of data for supervisory purposes. Regulators can be granted special access to the distributed ledger platform in order to retrieve data from the platform, such as the exposures or the transactions made by a financial institution. Hence, regulators will have direct and immediate access to valuable information, which will allow them to monitor the buildup of systemic risk in the financial system. Nonetheless, granting access to regulators is not without its risks. As ESMA notes, direct access may entail reputational risks for regulators, since it might result in a sharing of responsibility between regulated institutions and regulators. 30 Moreover, the ability of distributed ledger platforms to process transactions 24/7 has the potential to promote the globalization of securities markets.
Nonetheless, it should be stressed that the widespread adoption of the technology and the radical transformation of securities markets as envisioned by its utopian proponents faces considerable obstacles. For instance, shorter settlement cycles will reduce or even eliminate netting. In addition, a shift to near real-time settlement will lead to profound changes in business processes with parties to a transaction having 28 ECB, supra note 7, at 18. 29 Furthermore, since it is highly unlikely that only a single distributed ledger arrangement will be deployed in financial markets, interoperability across different distributed ledger arrangements will be a crucial factor in determining the extent of the application of the technology. Under the most plausible scenario, certain legacy systems will continue to exist. Consequently, market participants seeking to adopt the technology must also ensure the interoperability between distributed ledger arrangements and legacy systems. Finally, significant doubts remain on whether distributed ledger technology can be scalable to high-volume markets, such as the US stock market.
With regard to what the future may look like, one can discern three alternative scenarios concerning the adoption of the technology: a) individual financial market participants apply the technology in order to improve internal efficiency without a major impact on the financial ecosystem b) a group of core market players embrace a shared distributed ledger making some other players redundant c) a peer-to-peer world without financial intermediaries where issuers and investors are able to transact directly on the ledger. 33 Moreover, on a macroeconomic level, the government would be able to implement its desired economic policy in a more precise manner. For instance, it could directly credit funds to citizens of an underdeveloped geographic region that it wishes to support. Nevertheless, a major drawback of the issuance of central bank digital currency is that it would drain deposits from banks, a major source of their funding. In response, banks might severely reduce their lending activities leading to adverse consequences for the real economy. 46 43 
A. Regulation as an Impediment to the Evolution of Distributed Ledger
Technologies.
Financial markets and financial market participants are subject to stringent regulation, which is premised on the need to protect investors, safeguard financial stability and promote transparent and fair financial markets. Indeed, the financial crisis and the flaws exposed in the previous regulatory framework led to a radical overhaul and strengthening of financial market regulation. Apart from the regulatory framework applicable to financial markets and their participants, distributed ledger technologies are also subject to numerous other regulations, such as the regulatory framework governing data protection.
The promise of distributed ledgers lies in their ability to create a record of information that is updated and shared by participants. The reliability of the record as source of the underlying obligations and the enforceability of these obligations must therefore be guaranteed. Thus, the legal basis for these records is of utmost importance for the widespread adoption of distributed ledger technology. Where the legal regime cannot assure the reliability of the records, existing laws must be changed to accommodate recordkeeping on a distributed ledger. What is more, uncertainty from a legal point of view remains concerning the ownership rights and obligations associated with digital representation of assets and digital assets, such as digital shares or bonds. 47 The legal validity of financial instruments issued on a distributed ledger must be assured regulators and supervisors.
Furthermore, significant uncertainty remains regarding the legal nature of smart contracts. Smart contracts can be considered either an enforceable contractual agreement or just tools that execute a contractual agreement. 48 In order for smart contracts to be considered as enforceable contractual agreements, they must abide by the basic principles of contract law, including the rules regarding contract formation, amendment and termination. Some aspects of smart contracts are in contradiction with doctrines of contract law. For instance, the automatic execution of smart contracts contravenes with the doctrine of amendment of contracts due to changed circumstances. 49 Moreover, commentators have questioned the ability of the current technology to accurately encode the terms of a complex natural language contract.
Significant challenges may also arise with regard to their enforceability. There may be no central administering authority to settle disputes between the parties forcing them to resort to courts. Nonetheless, in numerous cases, such as in case of operational defects resulting in nonperformance of the smart contract, there may be no obvious defendant against whom legal action may be brought. 50 47 Mills et al, supra note 32, at 28. 48 See also R3 & NORTON ROSE, CAN SMART CONTRACTS BE LEGALLY BINDING CONTRACTS? 13 (NOVEMBER 2016) discussing the spectrum of possibilities of what a smart contract could be. On the one extreme, the code is contract school of thought considers that the code that the code constitutes the entirety of the terms of a contract, and a running program referring to that code is a complete contract undergoing performance. On the other end of the spectrum, smart contracts could simply be the digitized performance of business logic. 49 Taking into account that distributed ledger technologies are, at the moment, primarily explored for post-trading activities, such as clearing, settlement and securities servicing, the technologies are further subject to the numerous regulations governing these activities. For instance, regulations adopted in the aftermath of the financial crisis, require the clearing of derivative transactions through central counterparties ("CCP").
As a result, a distributed ledger network created, in order to clear derivatives would still need to comply with these requirements, namely that a central counterparty would be needed.
In addition, an important concept in financial markets is settlement finality.
Settlement finality is a legally defined moment and refers to the point at which an order becomes irrevocable in relation to counterparties and when those parties have discharged their contractual obligations. 51 The definition and timing of finality is crucial for the parties to a transaction and the intermediaries involved in the process when updating their ledger to settle the transaction and ascertain ownership rights concerning the assets involved in the transaction. Nonetheless, certain distributed ledger arrangements utilize consensus methods, which are probabilistic. Multiple participants are allowed to contribute to the updating of the ledger through the consensus process, whereby participants agree on the status of the ledger. The likelihood that a transaction will be reversed is reduced the longer the participants consider the transaction settled. Thus, a clear and transparent moment of finality does not exist. What is more, settlement finality is complicated in cases where the transaction has two legs, namely delivery of an asset versus payment, and the two legs are not occurring on the same ledger. As a result, there may be a need to introduce a new legal concept of finality for distributed ledger arrangements, in order to define when settlement takes place. 52 Moreover, market participants are obliged to comply with stringent anti-money laundering, counter-terrorist financing and know-your-customer rules. In restricted systems participants can be held accountable for their illegal activity in the ledger. In contrast, unrestricted systems do not provide the tools for allocating accountability.
Thus, their operators may be held responsible for illegal activity in the ledger. Finally, 51 Andrea Pinna, Distributed Ledger Technologies in Financial Markets? An Introduction and Some Point of Interest for Legal Analysis, ESCB Legal Conference Paper 128 (January 2017). 52 Id at 129. data protection issues loom large. More specifically, sharing a ledger among users of a network poses data privacy risks. In financial markets, the identity of parties to a transaction is not usually public except when regulations require disclosure. In addition, in case of distributed ledgers with immutable records, the right to be forgotten under European data protection law is excluded. 53 
B. Regulation as a Catalyst to the Evolution of Distributed Ledger Technology
The State of Delaware in the US is the preferred state of incorporation for the overwhelming majority of US companies. Delaware's competitive advantages include an adaptive and business-friendly legal framework, a highly specialized judiciary in resolving corporate law disputes and responsiveness to the needs of its corporations. 54 As a result, Delaware corporate law serves as the foundation of American corporate finance. The Delaware Blockchain Initiative launched by the state's Governor to promote the adoption of distributed ledger technology in the private and public sectors. that could be authorized, issued, transferred, redeemed on a distributed ledger. 55 
